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Executive summary of Cybersecurity in Catalonia (1) 4

( Cybersecurity is the set of physical, logical and governance measures that protect data properties and information systems.
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Executive summary of Cybersecurity in Catalonia (II)

( Catalonia has 516 cybersecurity companies that invoice €1.244 B and employ 9,458 workers.

516 companies

Catalonia, an attractive $
region for cybersecurity

Companies have increased 4.2% compared to 2023,

46.6% in the last six years.

They invoice €1.244 B (+16.1% compared to 2023
and +54.3% in the last six years) and employ 9,458

workers (+0.5% and +60.4%, respectively).

26.9% are less than 10 years old and 16.7% are
startups.

89.9% of these companies are in the protection

business, while 58.7% are dedicated to identification.

The unmet need for cybersecurity professionals in

Catalonia stands at some 12,000 people.

Il Generalitat de Catalunya
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In 2023, Catalonia was the 3rd-ranked region of
Europe in drawing foreign investment in
cybersecurity.

36% of the 140 technological hubs of foreign
companies based in Catalonia focus on
cybersecurity.

Barcelona is the 10th-ranked city in the EU in
value of completed rounds for cybersecurity
startups, with $85.2 million (2019-2023).

The lack of talent, the global
challenge that Catalonia
also faces

Initiatives to promote

cybersecurity in Catalonia

AGENCIA DE BARCELONA
CIBERSEGURETAT CYBERSECURITY
DE CATALUNYA CONGRESS
@ AGENGIA DE CENTRE DE COMPETENCIES Q DCA Digital
CIBERSEGURETAT | D'INNOVACIO Catalonia
DE CATALUNYA EN CIBERSEGURETAT Alliance

L
oy 4
 DIH/.CAT
%', Digital Innevation Hub
e Catalunya
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Catalan universities offer 1 university degree (new)
and 13 masters and postgraduates in cybersecurity,
while 37 Catalan places of study offer 47
professional training courses.
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1. Definition of

cybersecurity and its
importance for industry
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Definition of cybersecurity

Cybersecurity is the set of physical, logical and
governance measures that protect data properties and
information systems.

Data properties and information systems are:

Confidentiality: guarantees that only authorized
persons can access this data.

Integrity: guarantees that they will not undergo any
alteration or any voluntary or accidental destruction.

Availability: guarantees full functioning when the data
and system are requested.

Authenticity: guarantees that an entity is who claims
to be or confirms the source where the data comes
from.

Traceability: guarantees the possibility of knowing the
source, use, route and location of the data and
systems.

| Generalitat de Catalunya
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It consists of: comprehensive, holistic threat management,
spanning from identification to protective measures,
detection of cyber-attacks, cyber-incident response
and recovery.

) Identification
Recognizing and authenticating users and

devices attempting to access data or systems.

& Protection
Implementation of measures to prevent

and mitigate cyberthreats and attacks.

h Detection
Early identification of malicious or anomalous

activities within a system or network.

Response
Rapid and effective action against cyber-

threats or incidents, including damage
containment and mitigation.

Recovery
Restoration of systems, data and services affected
by a cyber-incident, and application of measures to

prevent similar incidents in the future.

Act on: © o  c—
w8
People Processes Technologies



Cyber-risks

@Operational K Legal K3 Reputational

A cyber-incident can affect
organizations' operational
management and decision-
making, which depend more
and more on the use of new
technologies. The interruptions
can also affect customers and
suppliers in the supply chain
and, in the case of essential
services, social and economic
stability.

The ransomware attack on the
Hospital Clinic paralyzed its activity:
150 surgical interventions and more

than 2,000 outpatient visits were
canceled, causing the return to
manual activity and the referral of
urgent medical transport to other
hospitals.
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A cyber-incident can cause
data loss or system downtime,
resulting in disruptions to
productivity and revenue. In
addition, post-incident
recovery can also have a high
financial cost: forensic
analysis, data and system
restoration, regaining
reputations, penalties, etc.

In 2023, BEC attacks
(professional email scam)
represented losses of 6.7 billion
euros. 67% of losses due to
cyber-fraud losses were caused
by BEC attacks.

A cyber-incident can reveal
negligence or the fact that
information systems were not
properly protected, which can
result in penalties. In the case
of personal data, which are an
asset sought by
cybercriminals, improper
processing may be subject to
very severe economic fines.

In 2023, fines totaling
approximately €2.1 billion
were imposed in the EU due
to violations of the General
Data Protection Regulation
(GDPR).

A cyber-incident can affect the
opinion that customers or the
public have of an organization,
a brand or a product or service,
and this may end up impacting
the financial balance.
Regaining reputation after an
incident can represent an
excessive burden in terms of
time and money.

In 2023, 21% of companies
victimized by cyber-attacks
indicated that the impact was
enough to threaten the
viability of the business.

Sources: Hospital Clinic, Nasdaq, Statista and Hiscox



Importance of cybersecurity for industry

A major attack can significantly affect a

company's image and reputation.
Cybersecurity affects many areas, from

governments and infrastructure to financial
services, smart cities, production
processes and health systems.

The implementation of good cybersecurity
measures to avoid vulnerabilities can lead to
cost savings, thanks to the reduction in hours
taken up by system shutdowns and restarts,
device repair, data leaks that can expose
private or sensitive information and legal
repercussions.

An increasingly connected environment
makes it possible to generate new
companies that develop technologies for
certain types of attacks and new business
models based on the vulnerability studies. .
» . Enabling
Opportunities for startups, business Te y
transformation and job creation. chnolod

Cybersecurity can contribute to the full development of other
innovative technologies, such as 10T, the connected vehicles,
Industry 4.0, digital health or e-commerce.
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Cybersecurity in Catalonia

2. Main global
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Global Cybersecurity Market and Growth Prospects 11

CGIobaI turnover in cybersecurity will grow at a rate of 10% annually between 2023 and 2028, reaching $275 B.

Global Turnover in Cybersecurity* Evolution of cybersecurity turnover, by region
(2023-2028, B$) (2023-2028, %)
0
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@ Asia (12.3%) is the region which will see the largest increase in cybersecurity turnover
during 2023-2028, followed by Europe (10.3%) and the Americas (9.8%).

— ) Source: Statista
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Leading cybersecurity companies
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Source: compiled by the authors from eSecurity Planet, fDi Markets, Indexsy and Software Testing Help



Cybersecurity in Catalonia

3. Prospective application

by demand sector
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Demand Sectors (l)

14

European Directive NIS 2 determines 11 highly critical core sectors and 7 other important sectors that will constitute new
demand sectors for cybersecurity products and services. In 2024, the EU member states will have to transpose the Directive

into domestic law.

11 highly critical core sectors, according to the European Directive NIS 2

Energy

, Transport

Banking

Financial market
infrastructures

Health

Drinking water

>
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Entities dedicated to the production and transmission of
electricity, heating and cooling operators, and
stakeholders in the extraction and distribution of oil, gas
and hydrogen.

Authorities, operators and infrastructure managers linked
to air, rail, maritime and road transport.

Credit institutions.

Economic operators and points traders, and central
counterparty entities (CCPs).

Health service providers, EU reference laboratories,
entities that carry out research and development activities
for medicinal products, entities that manufacture basic
pharmaceutical products and pharmaceutical
preparations, and entities that manufacture medical
devices considered critical during a public health
emergency.

Suppliers and distributors of water intended for human
consumption.

j['l' Wastewater

A

a2

ooc iqi

oos . Digital

ooc infrastructure
ICT service

&2 o

management (B2B)

Public
Administration

Space

(H

Companies that collect, remove or treat urban
wastewater, household wastewater or industrial
wastewater, excluding companies whose collection,

disposal or treatment of wastewater is a non-essential
part of their general activity.

Internet Exchange Point Providers / DNS Service
Providers (excluding Root Domain Name Server
Operators) / TLD Name Registries / Cloud Computing
Service Providers / Data Center Service Providers /
Providers of content distribution networks / Trusted
service providers / Providers of publicly available
electronic communications networks and services.

Managed Service Providers (MSP) and Managed Security
Service Providers (MSSP).

Public administration entities of central governments and
at the regional level.

Operators  of terrestrial infrastructures, properties
managed and operated by Member States or by private
parties, which support the provision of space-based
services (excluding providers of public electronic
communications networks).



Demand Sectors (I1)
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7 important sectors, according to the European Directive NIS 2

Postal and courier services

& (4

Waste Management

Manufacturing, production and
distribution of chemical products

Research

Food production, processing and
distribution

(3} R> 5

Manufacturing

&

Digital providers

=
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Postal service providers, including courier service providers.

Companies that manage waste, excluding companies whose waste management is not their main economic activity.

Companies that manufacture and distribute chemical substances, including companies that use them to make
products from these substances.

Research institutes.

Industrial food production and processing companies.

Manufacture of medical devices and in vitro diagnostic medical devices / Manufacture of computer, electronic and
optical products / Manufacture of electrical equipment / Manufacture of machinery and equipment not elsewhere
classified / Manufacture of motor vehicles, trailers and semi-trailers / Manufacture of other transport equipment

Providers of online marketplaces, providers of online search engines and providers of social media service platforms



Convergence of technologies (1)

Al for audiovisual production

There has been a rising use of tools that use artificial

intelligence to help create photos and videos.

The use of these tools for illicit purposes is also rising,
such as impersonation to commit fraud, exert political

influence or even for personal financial gain, as is the
case of the dissemination of pornography with

&

16

Generative Al

The adoption of generative artificial intelligence,
such as ChatGPT, is transforming various sectors of
our lives, and one of these sectors is the field of
cybersecurity. This is because of its potential to
facilitate security analysis, code writing, vulnerability
analysis, etc. However, it is also used criminally to

celebrities. write malicious code, craft mass messages with
phishing, etc.
Quantum cryptography Digital twins

As this technology advances over the next decade,

_ _ _ _ Digital twins become a key tool for analyzing the
there will be an increased risk that some encryption

risks and impacts of a digital incident on complex

Jou methods used to protect data at rest and in transit & 2 physical environments that include cyber-physical

to start establishing plans to migrate to encryption

_ _ _ etc. Digital twins will allow for simulating physical
algorithms resistant to quantum computing.

environments and train, in real time, an
organization's ability to react to a cyber-attack.

MMl Generalitat de Catalunya
Sl¥ Government of Gatalonia



Convergence of technologies (Il)

&

fo)

Internet of things (IoT)

The concept of the Internet of Things arises from the

iIdea that any physical object can be connected to the
network and communicate with other devices and other

systems.

This idea brings many benefits, although it also
requires caution, as when connecting devices, you
need to ensure that the appropriate protection
measures are implemented both for the devices
themselves as well as the network that unites them.

Multi-factor (MFA)

61% of data leaks have originated from the use of
stolen credentials; if an MFA system had been in
place, these leaks would have been avoided.
Manufacturers and leading cloud service providers
recommend using additional authentication systems,
such as biometric factors such as the retina or voice,
items that are owned, such as a mobile phone, a
token, or one-time passwords (OTPS).

Ml Generalitat de Catalunya
Sl Government of Catalonia
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Cloud security

JIt

Organizations are becoming cloud-centric: they will
need the flexibility that cybersecurity offers from the
cloud through SASE security architectures (secure
access service edge) and access controls with
CASB systems (cloud access security broker).
These are technologies that are already several
years old, but it is now that their time has come.

5G Connectivity

The deployment of 5G technologies, which
promises to be a significant advance in terms of
speed, consumption, efficiency and sensitivity in
network connections, presents a significant
challenge in the cybersecurity paradigm, as it
provides attackers with more powerful scenarios to
carry out attacks, such as: botnets, distributed
denial of service (DDo0S), MiTM attacks, etc.



Cybersecurity in Catalonia

4. Trends In cybersecurity

and their impact on SDGS
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Main trends in cybersecurity in 2023

Data theft fuels a lucrative business in the dark web.
Cybercriminals steal and sell data to carry out new attacks, which end
up stealing more data. This cycle perpetuates the black market for

stolen data and puts online security at risk.

Global alert for attacks from large-scale ransomware.
Cybercriminals exploit zero-day vulnerabilities and attack the supply
chain of ICT solution providers to massively deploy ransomware
attacks in customers.

The evolution of ransomware. The ransomware operators are
adopting new strategies to achieve greater impacts, such as
automating attacks to reach more victims, and specialization to steal
massive volumes of data.

Cases of double ransomware. More victims of ransomware attacks
get hit a second time shortly after receiving one. The causes: the sale
of the same accesses to different cybercriminals and the use of

different encryption tools by the same cybercriminal group.

Attacks on the software supply chains. Attacks on software
supply chains allow for multiple victims to be impacted with a single
attack, through the developers themselves and library repositories.

Cybersecurity in elections. Electoral processes are periods prone
to cyber-attacks: phishing campaigns, DDoS attacks on online
voting systems, manipulation of systems to spread ideological
messages and dissemination of deepfakes.

| Generalitat de Catalunya
¥ Government of Catalonia
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Evolution of DDoS attacks in geopolitical conflicts. The use of
botnets formed with infected cloud resources allow for more
complex and powerful attacks against the adversary's essential
online services, working towards destabilizing it.

Geopolitical tensions drive the rise of cyberespionage. As a
result of the growing conflict between different states of the world,
numerous cases of spying on public workers or intrusions into
government networks have been identified.

Cyber-attacks on basic services in geopolitical conflicts and
escalation in third countries. Cyber-attacks on basic services
(such as water and energy distribution or telecommunications) have
the potential to directly affect the population. They have a global
reach, as they are used to attack geopolitical rivals and their allies.

Rising concern of the use of Al to commit fraud. Cases of
generative Al being used to deceive by creating convincing text
messages and impersonating people through audiovisual media are
on the rise.

The healthcare sector remains a favorite target of cyber-
attacks. The criticality of the hospitals' activity makes them
ransomware targets and the personal or research data they use
becomes a coveted target for cybercrime.

Cyber-risk in periods of high consumption. Christmas and sales
attract cyber-attacks targeting consumers and businesses e-
commerce. Cybercriminals take advantage of consumer interest and
online activity to perpetrate fraud and data theft.
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Major cyber-attack figures in Catalonia in 2023

Prominence of ransomware
. c 10%
70%  70% of reported cybersecurity incidents are
due to the ransomware.

Ransomware takes off

+4609% The number of reported incidents of 34%
ransomware published increased by 460%
compared to the previous year.

Cyberattacks with social engineering

740,  News on cybersecurity highlights issues related to 11%
the phishing (38%), the spread of malware (25%)
and cyber-fraud (11%).

The health sector, the primary objective

81% 81% of reported cyber-attacks have affected the
health sector.

36%

MMl Generalitat de Catalunya
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Cyberattacks and claims

10% of Catalan companies have experienced a
cyber-attack in the last year, and 46% of these
have reported it.

Cyber-insurance

34% of Catalan companies have taken out
insurance for cybersecurity incidents, a
percentage that rises with the size of the
company.

Malware for all operating systems

The most detected malicious software in
Catalonia: RootSTV (Android), AMCleaner
(MacOS) and Socks5Systemz (Windows).

Vulnerabilities in Apache

The 23 vulnerabilities most prevalent in
Catalonia's IPs affect Apache servers and
represent 36% of all vulnerabilities.

21

Sources: Cybersecurity Agency, IDESCAT and Bitsight



Cybersecurity talent shortage persists

Need for cybersecurity professionals

According to (ISC)?, the number of cybersecurity professionals
has risen by 8.7% worldwide, but the labor gap is growing even
more: by 12.6%, to nearly 4 million vacancies worldwide.

In Catalonia, the trend is even more pronounced:

The number of cybersecurity professionals has grown by some
19%, while the gap, by around 23%, which means the unmet
need for professionals stands at some 12,000 people.

Unmet need for
professionals

Existing cybersecurity
professionals

vs. 2022 2023 vs. 2022 2023
WORLD +8.7% 5.4 M +12.6% 4 M
EMEA +7.2% 1.3 M +9.7% 347 K
CATALONIA* +19% 31K +23% 12 K

*Estimate
A1l Generalitat de Catalunya
¥ Government of Gatalonia

Training in cybersecurity in Catalonia

22

13 masters or postgraduate
degrees in cybersecurity

e
nua-IL3

wns Master's in Business
&I0BS =2 Information Security
Postgraduate in
Compliance and
Cybersecurity

Uo¢ Master's in ICT Security
b uniR co

uLc

barcelona

laSalle

o Master's in Cybersecurity ﬁ
B4RCELQUATECH x b
Management

Universitat de Llvidn

Master's in Computer Security
@’ Engineering and Atrtificial @

""""""""""""""""" Intelligence

telecos
BCN

@ Master's degree in Machine
wamie Learning and Cybersecurity for |aSalle
Internet Connected Systems ~ —

. 'NUCLIO Master's in

S DIGITAL SCHCOL

Master's in Computer
Security Techniques.
Cybersecurity

Cybersecurity

Master's in
Cybersecurity

University Master's
Degree in IT
Security

Master's in
Cybersecurity

Master's in
Cybersecurity

University Master's
Degree in Cybersecurity
and Critical
Infrastructures
Management

1 NEWLY-CREATED
DEGREE IS ADDED
e ENTi TO THE 13 CYBERSECURITY
MASTER'S AND
POSTGRADUATE
DEGREES

37 places of study offer
47 professional training
courses in cybersecurity

Source: (1ISC)2



Main milestones for 2024

Hacktivist groups and
cybercriminals will position
themselves as active
participants in geopolitical
conflicts

The conflicts between Russia
and Ukraine, and the Israel
conflict in Gaza have shown
how various groups of
hacktivists and cybercriminals
have taken up firm positions.

Their geopolitical motivation is
focused on undermining the
population's trust and the
stability of the adversary through
disinformation based on fake
news and cyber-attacks
targeting essential services.

MMl Generalitat de Catalunya
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Al will become a key
element in a new
generation of cyber-
attacks, but also as a
means of protection

« Considering the advancement

of Al, such as ChatGPT, the
capabilities of cybercriminals to
perpetrate spoofing attacks are
expanding they will generate
adapted phishing emails and
even simulate voices or images
to extract money or induce
people to believe false
situations. This will call for a
more automated response to
address IT security.

The EU has drawn up
regulations on this use of Al, to
ensure that it is used ethically
and securely.

Zero-trust technologies and
innovation to face the new
cybersecurity challenges

Recent changes such as
telecommuting and cloud
services are driving the zero-
trust security solution.

An increase in companies
migrating their applications to
the cloud is expected.

There is expected to be more
technologies such as SASE
security architectures and the
digital twins to assess
cybersecurity risks.

Cryptographic solutions are also
being developed to withstand
guantum computing.

23

New EU legislation activates

the public and private
sectors to ensure a secure
proprietary digitalization
process

« Over the next few years,

several regulations are
expected in the field of
cybersecurity, including the NIS
2 Directive and the DORA
Regulation (Digital Operational
Resilience Act) for the financial
sector.

Likewise, cryptographic
services must comply with MiCA
(Markets in Crypto Assets),
while both the public and private
sectors must follow the ENS
(Spanish Security Scheme),
among other regulations.

Source: Various sources



Cybersecurity in Catalonia

5. Artificial intelligence

and cybersecurity
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Al for cyber-attacks

Malware writing

Phishing writing and
more convincing scams

Preparation and sale of
non-original
documentation

MMl Generalitat de Catalunya
Sl¥ Government of Gatalonia

Voice impersonation to
simulate a kidnapping

Voice impersonation to
ask for money

Celebrity voicemails to
perpetrate fraud

The applications of generative Al available to everyone has triggered the malicious use of Al:

(N

Deep fakes to spread
misinformation

Al-generated images to
perform sextortion

Fake celebrity and
influencer porn videos




Al for cybersecurity

26

Cyber-securing artificial intelligence and using artificial intelligence in cybersecurity are fundamental actions

for a secure cyber-future

IDENTIFY

PROTECT

Real-time risk analysis

Search and evaluation of vulnerabilities

Predictive analytics

Identification of fake users and fraudulent

content

RECOVER

Automation of security operations: ransomware,

Awareness-raising and recommendations
Biometric access control (open spaces)
Anti-DDoS

Antiphishing/spam

Polymorphic and metamorphic anti-malware

Configuration of SDN networks

DETECT

DDoS, worms, etc.

Support in decision-making
Orchestration of SDN networks

Forensic analysis and retrospective study of anomalies

Generalitat de Catalunya
Government of Catalonia

Supervision of network elements

Detection of anomalies (intrusions / insiders /
exploitation of zero-day vulnerabilities)

Adaptive honeypots

Reduction of false positives

RESPOND
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6. Initiatives in cybersecu
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Cybersecurity in the European Union 28

The European Union deploys its cybersecurity capabilities from several approaches:

European_ Legislation and
Cybersecurity R o Investment
Strategy
Unveiled in 2020, it describes how the EU * GDPR * MiCA regulation @ « Next Generation EU
can strengthen all the tools and resources « Cybersecurity Law - Cyber Resilience Act « Horizon EU
to be technologically sovereign and . lat (in process) o
strategically autonomous. DORA regulation {@ « Digital Europe Programme

» Cyber Solidarity Act
(in process)

+ ENS (Spain) @
* NIS 2 Directive @

* |nvestEU

Policy guidance Cyber-community Other areas of cyber-

policy

* ENISA (EU Cybersecurity Agency)

» Coordinated response plan to major » Cybercrime

cyber-attacks * ISAC (Information Sharing and Analysis Center) - Cyberdiplomacy
+ Joint Cyber Unit * JRC (Joint Research Center) . Defense
« Secure deployment of 5G in the EU * CSIRT/CERT (Computer Security Incident Response Teams) . Development of cyber-capabilities in
« Assurance of the electoral process + ECSO (European Cybersecurity Organization) third countries
« Women4Cyber Source: European Commission

Il Generalitat de Catalunya
SAllY Government of Catalonia



Cybersecurity in Spain

29

(Spain has focused on cybersecurity with various instruments and various investments

National
Cybersecurity Plan

Endowed with €1,000 M, it envisages nearly 150 initiatives for 2022-
2025, which include promoting cybersecurity of SMEs, micro-SMEs
and the self-employed.

Digital Spain
2026

One of the 12 axes covers cybersecurity, with the aim of promoting
the sector's business ecosystem or positioning Spain as an
international node in the field.

INCIBE

The National Cybersecurity Institute (INCIBE) is the Spain's
main public entity for the development of cybersecurity at the
national level.

| Generalitat de Catalunya
¥ Government of Catalonia

ECTI 2021-2027

The 23 strategic lines of the 2021-2027 Spanish Science,
Technology and Innovation Strategy (EECT]) include the
specific cybersecurity line.

PRTR - Next
Generation EU

Component 15 (digital connectivity, promotion of cybersecurity
and 5G deployment) foresees an estimated investment of
€3,999 M.

KIT Digital

It is an instrument that subsidizes the implementation in
companies of digital solutions such as cybersecurity to achieve
significant progress in the level of digital maturity.



Cybersecurity in Catalonia

/. Cybersecurity

In Catalonia
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Mapping the Cybersecurity Ecosystem in Catalonia

é 516 = 1.244 billion 090 .
€& companies Q= ., 0 (9'? 9,458 jobs
N +4.2 % A +16.1 %+ G +0.5 %*

== 0
I:Tl 85 3% are SMESs. 4 0/ 26.9% ?(;e less than 10
%, years old.

16.7% are startups.

54.5% invoice more than one
[E]ﬂ million euros and 24.2% o 27.5% are exporters.

invoice over 10 million euros.

By segments**, 89.9% of the companies are dedicated to protection;
58.7%, to identification; 39.0%, to detection; 34.3%, to response, and
20.7%, to recovery.

*With respect to the 2023 mapping.
**Companies may belong to more than one cybersecurity segment.

11l Generalitat de Catalunya
SAllY Government of Catalonia
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Source: ACCIO (2023 company data;
turnover and number of employees in 2022)
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Agents of the cybersecurity ecosystem
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AGENCIA DE
CIBERSEGURETAT
DE CATALUNYA

Body that oversees cybersecurity
in Catalonia and ensures a secure
digital society for the whole of
Catalan society and its public
administration.

Digital
Catalonia
Alliance

Initiative that brings together six
emerging technologies in Catalonia,
including cybersecurity, in an alliance
of innovative, visionary, disruptive
and collaborative technological
communities.

MMl Generalitat de Catalunya
Sl¥ Government of Gatalonia

Initiatives to promote cybersecurity in Catalonia

BARCELONA
D) CYBERSECURITY
CONGRESS

Three-day event bringing together
the main international stakeholders
in cybersecurity for conferences
and exhibition space.

cYBER[ijif]cAr

[ — () ]

Catalonia's first cybersecurity
research center created by six
Catalan public universities with the
goal of establishing itself as a center
of reference in cybersecurity and
privacy research.

34

AGENCIA DE CENTRE DE C'OMPETENCIES
CIBERSEGURETAT I D’INNOVACIO

DE CATALUNYA EN CIBERSEGURETAT

Center whose aim is to promote
innovative solutions to improve
cybersecurity through the use of
functional processes, technologies,
knowledge and experience within the
agency's scope of action.

]
o T g o

T -
- ﬂ' o
- DIHACAT
4 | i Digital Innovation Hub
* de Catalunya

A connected network of assets,
infrastructures and knowledge in
Catalonia geared towards testing
and experimenting with advanced
digital technologies, including
cybersecurity.


http://www.ciberseguretat.cat/
http://www.barcelonacybersecuritycongress.com/
http://www.cybercat.cat/
https://dih4cat.cat/
https://dca.cat/ca/

Technological hubs in Catalonia focused on cybersecurity in 2023

€ 140 technological hubs of

foreign companies

+11% compared with the previous yea

G= €500 M
turnover

55 5,200 new jobs

AT E TV F it d L —.

=~ Boehringer
I”ll Ingelheim

CISCO

getronics

Main hubs in Catalonia focused on cybersecurity:

ol pejoitte. FUﬁTSU

KPMG

The United States
(with 28% of all hubs) the
main source country for
investment in these
centers, followed by
Germany (17%).

59% of hubs
come from companies in
European countries.

Cybersecurity (36%)
is one of the predominant
specialization technologies at
Catalan hubs.

35

N
Lufthansa ) NOVARTIS ORACLE
Nestle
P pepsico Schneider  TSystems @@ ZURICH

Source: Mobile World Capital Barcelona, ACCIO, Barcelona City Council: Tech hubs overview
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Catalonia, 3rd region in the European Union in attracting FDI in cybersecurity in 2023 36

In 2023, Catalonia was the 3rd-ranked region in the EU in Main regions of the EU in attracting foreign

drawing foreign investment projects in cybersecurity, the 5th investment projects (2023)

in jobs created and the 6th in capex.
It has received 4 projects (4.3% of the total number of 4+ 10a Southern Finland
projects).
407 jobs have been created (3.7% of the total jobs created). 2nd I

= Western Netherlands
The investment was €66.4 million (2.4% of the total 7th Warsaw

invested). — ¥ Metro Area
P Companies investing in Catalonia (2023)
—e

o—
() 1st Ireland

= getronics €5.9M 127 jobs [ @ ahBavaria
o—
0th Comunidad
() Gdvens esm 15 jobs = de Madrid l © L — 0 9th Romania
— 8th L ()5th Tle-de-France
@& T Systems e€s4.1m 250 jobs @ Lisbon Metro L‘
Area

O = 3rd Catalonia
e FU][TSU €1.8 M 15 jobs

" : Source: the authors, based on fDi Markets
| Generalitat de Catalunya
SUl¥ Government of Gatalonia




Barcelona, 10th EU city in value of completed funding rounds for startups 37

Top 20 European cities by completed funding rounds in cybersecurity
startups (2019-2023)

@ Barcelonais the 10th city in the EU and 17th
European overall in value of completed rounds
for cybersecurity startups, with $85.2 million in
14 rounds (2019-2023).

@€ The Catalan startup that has received the most
funding is Red Points, which has completed 2
rounds valued at over $58M in the last 5 years.

Startups from Barcelona with completed
rounds:

®-9 RED . .
points YNNAX SW
OBlackfishiD [[]} numentech

Bigle Legal %/ validated ID

Note: Pre-seed, seed and series A-J investment rounds in the
following categories are included: "penetration testing", "network
security”, "intrusion detection”, "identity management", "fraud
detection", "e-signature”, "cybersecurity" and "cloud security". The
data refer to the 2019-2023 period.

| Generalitat de Catalunya
SAllY Government of Catalonia

4 N\
1st London

4th Bristol
12th Chester

N IA

13th Cambridge
o J

10th Dublin ‘

4y

: 8th Amsterdam . 5th Tallinn
19th Utrecht

2nd Paris
15th Hem

16th Suresnes

[ 6th Coimbra Ie

rllth Munich
18th Cologne
_20th Berlin
A
-w

14th Budapest

17th Barcelona

3rd Geneva

.| 7th zug

9th Schaffhausen

Source: the authors, based on Crunchbase



Catalan cybersecurity research activities at Horizon Europe 38

Research into cybersecurity in Catalonia within the framework of
Horizon Europe

European region in
terms of Horizon
Europe funding

15 projects

5.5million euros

3.2% of the European total Horizon
21.3% of the total for the whole of Spain Europe

....................... g T
T eureca awre “QJC° ‘iz
Centre Tecnologic de Catalunya @ hene® .

. . . g 7
13 institutionsCttC’  EZEE.. wow@eoae M

de Catalunya IEE0=A

Schneider Applus® Tk ©® PAL
dPElectric IDIADA ITh'lnk |tor:0T|::s

Note: includes Horizon Europe (2022-2023) projects related to
cybersecurity. Source: Horizon Europe

| Generalitat de Catalunya
SAllY Government of Catalonia




Quantum cryptography in critical communications 39

The Generalitat de Catalunya promotes the continuity of the quantum
cryptography pilot in critical communications, led by the ICFO, through
the analysis of the implementation of quantum cryptography in its
communications networks

. The quantum cryptography pilot is the embryo of a future network that will be

connected to the state and European quantum internet, which aims to
become a "ring" that encircles Barcelona in order to transmit critical
information in "quantum-safe" conditions.

. The physical ring will surround Barcelona and connect various infrastructures (‘
and various facilities in the city. In later phases, it will be connected by land
and satellite to other state and international locations.

It uses a secure communication system based on quantum key distribution,
an encryption method to generate a "completely secure" key in the face of
advances in ordinary and quantum computing capacity.

This project is aligned with the Euro-QCI quantum strategy, which is a strategic pillar
of European cybersecurity, and initiatives with the active participation of the Catalan
business ecosystem, research centers and public entities.

Ml Generalitat de Catalunya
Sl Government of Catalonia



EuroQCI, European Quantum Communications Infrastructures 40

The EuroQCl initiative aims to establish a secure

guantum communication infrastructure across the EU and : ///;,r E n I
its overseas territories. - O U rQ - § \..al

It will consist of both terrestrial and space-based segments and integrate _ o
quantum systems into existing communication infrastructures. The EuroQCl is a step towards European digital
sovereignty and competitiveness and aligns with the

objectives of the EU Digital Decade for 2030.

The initiative bolsters cybersecurity, because it protects confidential data
and critical infrastructure, such as government institutions, data centers,
hospitals and energy networks.

Collaboration with European industry partners and SMEs is crucial E U R O% C I
towards developing EuroQCI components based on European
technologies. S PA | N
The implementation includes funding for industrial projects, national The Spain node has as partners:
guantum communication networks, coordination actions and testing
infrastructures. a
Cross-border links between national networks and interconnections with I n d f a = CSI C
the space segment are supported by the Connecting Europe Facility. Y
. .. . i 000
The testing and evaluation infrastructure for QKD-based technologies tecnOb‘t : Telefonica

and services is expected to be available from mid-2024.

Specifications for a first-generation EuroQCI satellite constellation are Catalan partners in the project:

being developed in collaboration with the ESA, with the aim of launching

in late 2025 or early 2026. |CFO g ce I Inexa\

Sources: European Commission and Digital Strategy

| Generalitat de Catalunya
SAllY Government of Catalonia



Cybersecurity in Catalonia

8. Success Stories

In Catalonia

([l Generalitat de Catalunya
SAllY Government of Catalonia
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Success Stories in Catalonia

grupo

SIFT

©

LUXCGILUANTA

bubld

inetum.”

SIRT leader in cybersecurity for the public administration
and private companies, and consolidates its business.

LuxQuanta is a spin off of the ICFO, and leads a
European project to implement a quantum security
network in Europe.

Build38 obtained 13 million euros from a round of
financing intended to expand its presence in
Barcelona.

Inetum opens new offices in Tarragona with the
commitment to enhance the technological ecosystem.

| Generalitat de Catalunya
¥ Government of Catalonia

8etronics

o)
FUJITSU

Zerop

UAB

Universitat Autonoma
de Barcelona

Getronics reinvests in Barcelona and doubles the size
of its global cybersecurity center.

Fujitsu has opened a hub in Barcelona aimed at
cybersecurity in the health sector.

Zerod has created a marketplace to connect companies
with the world's best ethical hackers.

The UAB and the UOC come together to develop
solutions to protect networks from fake content and
reduce cyber-attacks.

42



Thank yo

ACCIO [l &z
Cata_\‘ifggi& Investment

Passeig de Gracia, 129
08008 Barcelona

accio.gencat.cat
catalonia.com

D
i

@accio_cat
@Catalonia_TI

linkedin.com/company/acciocat/
linkedin.com/company/invest-in-
catalonia/

Il Generalitat de Catalunya
SAllY Government of Catalonia

AGENGCIA DE
CIBERSEGURETAT
DE CATALUNYA

Carrer de Salvador Espriu, 51
08908 L'Hospitalet de LI.

ecosistema@cibersequretat.cat

cibersequretat.gencat.cat

€9 @ciberseguracat

@ @ciberseguracat

Més informacio sobre el sector, noticies i oportunitats:
https://www.accio.gencat.cat/ca/serveis/banc-
coneixement/cercador/BancConeixement/eic-la-
ciberseguretat-a-catalunya



Thank yo

ACCIO [ &, @ i -

Cal%!?z:g?&lnmstmcm DECATALUNYS

Passeig de Gracia, 129 Carrer de Salvador Espriu, 51

08008 Barcelona 08908 L'Hospitalet de LI. Check the report here:

accio.gencat.cat ecosistema@ciberseguretat.cat https://catalonia.com/key-industries-

catalonia.com ciberseguretat.gencat.cat technologies/technologies/cybersecurity
@accio_cat :

[X) @Catalonia Tl €9 @ciberseguracat

@ linkedin.com/company/acciocat/
linkedin.com/company/invest-in-
catalonia/

@ @ciberseguracat

(Il Generalitat de Catalunya
SAllY Government of Catalonia
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